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Chapter 1 

 

1.1   Introduction 

This SCADA Master Plan Report first presents an assessment of Manatee County

quisition (SCADA) system for their Water Reclamation Facilities 

(WRFs), Biosolids Dryer and Master Reuse System (MRS) , 

user needs, hardware and software functional requirements, and current system 

 

I County 

 -  

 These initial discussions 

focuse  

of the SCADA system, and to empower staff with da  

 staff in 

 

To further determine the County’s operational and data access s 

were held where 

se  was -to-day 

 

1.2   Organization Values 

  

 Safety and efficiency  

 Best in Class  

  

  

 Be secure  

  

 - the system must operate  

were used in 

 recommendations  

1.2.1   Key Development Themes 

Solutions for the SCADA sy

cost-  
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This means that Manatee Cou

and 

 

 

hardware, communications, and system a

 

1.3   Focus on Standards Development

 

 No written standards currently in place  

  

 

System (CMMS)  

cy of hardware across the utility 

all their plant systems and related 

remote systems share are on a CitectSCADA 

 

 

incorporated into their replacemen  

 

system  

 

  

 Additional transparency into system operations and maintenance  

 Consistent operation  
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 Addition of SCADA ass : 

- Asset hierarchy of PLCs  

- 

 

1.4   Organization

SCADA s

support for the CitectSCADA system and Allen-

 

there is on re  

implemented and the types of 

require  

1.5   SWOT Analysis 

 : 

1.5.1   Strengths 

 The system is functional  

  

  

1.5.2   Weaknesses 

  

  

  

  

1.5.3   Opportunities 

  

 Coordination with Electrical Master Plans  
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1.5.4   Threats 

 : 

- Addition of remote access  

-  

- No Anti-  

- s  

-  

 Physical Security: 

-  

-  

-  

- No electronic security and limited cameras in place  

 Limited documented policies and procedures  

analysis, it is clear that Manatee County’s SCADA system is functional and 

physical security measures in 

 

1.6   Enterprise Software Systems 

 

  

System Platform   

  
reclaim assets 

None 

CMMS Lucity  None 

LIMS    

Warehouse   None 

CIS Banner  None 

 SharePoint 
 

None 

Document 

 
  None 

 

  

 

 

 ShareP

access SharePoint  
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1.6.1   Data Integration 

 

 

  

  

 RTDs and  

-

of  

  

  

  

  

  

  

interaction with 

 

 

1.7   Summary 

 

  

  

 Increased system security  

 Access to data  
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Chapter 2 

ORGANIZATIONAL AND GOVERNANCE 

ASSESSMENT 

2.1   Introduction 

support to the Manatee County wastewater system 

 

 

County 

Carollo’s experie  

2.2   The SCADA System Organization

Manatee County has 

was  

he 

SCADA-Instrumentation Technicians  

h -

 

-   

into the SCADA-  

SCADA-  

  

  

 SCADA-Instrumentation Technician  
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-  

 

-

minimum: 

 

 

  

 s s 

 

  

  

 

the enterprise  

  

  

 

 -Instrumentation 

 

 

cr annually 

   

 Thi  

 

career path  
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-

 

 

-

 IT will act as the communicatio

-

  

 

 

 -  
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 Title  

ere are also three 

SCADA-  Since SCADA 

 

 

  

  

  

  

within a  In some cases where utility 

 

 

 -

position  

 -  

 

 

 -Instrumentation  

re-  

 Similarly to how IT 
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-

 

2.3   SCADA System Governance 

 

  

  

 Document Control Policies  

  

  

 

 

 –  

 –  

 Compliance –  

 –  

 SCADA/ICS 

 The SCADA/ICS 

 

 

 For Mana
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 IT  

 ies Maintenance S  

ure all utility 

 An 

 

the SCADA-  It 

 

 

 

parts: 
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2.3.1   SCADA Organization 

Manatee County currently has a SCADA 

  percent 

 

SCADA-

SCADA-

 with 

the the  

 

SCADA-  

  

- 

 

  

  

  

i

 

 

 

 System is  

  

  to 

enhance  

 their 

  

2.3.2   Policy and Procedure Management 

SCADA-

 

 a 

SCADA- -Instrumentation 
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 -Instrumentation 

 

 

 

  

 ly 

 

 The 

 

 

are us  The CMMS system is  

 In some  

CMMS system which 

A 

 

 

e 
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n the 

 

 

 

 

 

2.3.3   Document Control Policies 

  

 

 

  

 Application Pr  

  

  

  

 Financial Documents  

  

 

 

 

 

ly 

 

control  
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-  

2.3.4   Change Management Procedures and Work Order System 

p

 The County 

 

 

 

 

 

  

  

  

assets in its current 
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 This has 

 

 

 

s within the SCADA system that 

 

 

 

2.4   Common Themes and Gaps 

-user 

 

For t

 

 

 

ents: 

 

the wastewater treatment system  

 -  

 In-plant control system l  

 Inter-  

  

2.4.1   Level of Automation 

wastewater treatment system 

he control system expectations was necessary to complete an 
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“Automa ”  

 or aeration control in 

  There is 

 

 

  

2.4.2   Common Themes: Workshops, Meetings, and Interviews 

Common themes   

 

  

 

 

    

 

SCADA system County  
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2.4.3   Resource Planning Gaps 

  

 

 

 Increase   r  

 

 An approach to  components commensurate with procurement rules in 

  

 

 

 

 

  

 

2.4.4   Identified Risks 

 

 -  

  

 

 

 

 

 -

 

2.5   Summary of Current Performance 

  

  

  

  

  

 SCADA-   
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2.6   Best Practices 

  

  

  

  

  

 appropriately  

2.7   Initial Recommendations for Assessment 

 

 

 

 Re- -

 

  

  

 ate  
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Chapter 3

PLC AND HARDWARE ASSESSMENT 

3.1   Introduction 

This chapter 

automation within the wastewater treatment systems

assessment completed on the County’s e

assessment  

 

’s SCADA PLC and Hardware systems 

t practices  

3.1.1   Organization Values 

 

 Redundancy and  

 Cost  

  Maintenance  

  Standards  

3.2   Existing Equipment 

The e

inst  control panel components

components were the 

County’s operation    

automated system 

 assessment was the desire to s

 

 

 new 

County  
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 Allen-  

- -

 

 p  

  

3.3   Existing Instrumentation 

presently not  

instrumentation   a 

 measurement  

 on Rosemount 

the County  

rd a 

cturers where they are known  
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  Initial Instrument Types and Proposed  

Field Instrument Application  

Transmitter 

-  Endress and Hauser 

Siemens/Milltronics 

Hydrostatic Pressure 

 

 Endress and Hauser 

Transmitter 

-   

 Total or Residual Chlorine  

 

 SWAN Analytical 

  Hach 

  Honeywell 

Thermal Mass Flow 

Meter 

Gas Flow Measurement  

FCI 

Flow Switch -

 

 

Temperature 

Transmitter  

 

 Free Ammonia  

   

Float Switches 

-  

 

Pressure Transmitter  Rosemount 

Endress and Hauser 

Piston/ 

-A

Pressure Switches 

- -  

 

 

-

 

 

Meters  

Endress and Hauser 

 

Limit Switch 

Pump Flow and No-

-maintenance operatio  
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3.3.1   Instrumentation and Maintenance Challenges 

 The 

their analytical compliance instruments and on a month ers on a 

The  

  

seem  

  

 

   

 and this 

 

3.4   Existing SCADA Hardware, UPS, Control Panel Components 

Carollo completed a 

 Detailed 

 As seen in the 

a  -

-

Allen-

 

 

 The 

Allen-

 are 

 

   

Controller QTY

SLC    

    

  Mature  

    

    

Total  
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in-plan

 

the P

N Allen- -  

  Major Ethernet Switch Types 

 QTY  

   

   

   

Total   

-and-

 -

tree protocol that pro

- uilt add on 

 

anels and computer compone  

  

 -Electric and this is 

 

   

 QTY   

Eaton   

APC   

Tripp-Lite   

   

   

Total   
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 which pr  early-

 They can also operate in an ode -passes 

unused electrical components in  

  

  These 

 

-test: -test ensures early 

  

early-  -

 

  Warns 

  

  Allows additional run time 

 

i 

 These 

 

within 

to re-

een in this 

 

 

local access to the SCA

 

3.4.1   Programmable Logic Controllers (PLCs) 

 

Allen-   - -

 

 

 The County is 

 Rockwell Automation 

Allen-  Some  
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replaced  

-  

 

  

  

a  percent  percent 

 

In some  

-

 Rockwell Motor control and Endress-

-  The County has also currently 

standard

alo Support 

 re 

some   

 Windows  which is 

  t  

Studio  
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 and types control system 

rocessors  are a  

 

  a control 

ons and 

dist

processor redundancy  

 PLC 

there separate processors are used This reduces dependence on 

 critical 

process is   

 

Central Redundant PLC System 

A Central Redundant PLC system c

controller  

h would increase 

 

 

o to the other remote 

 

 

Distributed PLC System 

 

which will reduce dow  
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Redundant vs. Distributed PLC Comparison 

option: 

   

  

  

Redundant Processors -plant communication 

  

 
nd are not 

 

   

  

 No processor redundancy 

 

 
 

Lower dependence on in-plant communication  
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Features  

Central Redundant PLCs 

 

Supports Ethernet 

 

X X 

Supported Ethernet 

Speed 

  

Supported 

  

 X X 

 

X X 

-

memory 

X X 

 

X X 

   

Main Security Features  

encrypted 

  

  

  

 

encrypted 

  

  

  

 X 
 

 X 

 X X 

insert under power 

X

 X 
 

 X X 

 X 
 

 

X 
 

 

X X 

 In addition to this 
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-

-

re-

 is that the plants are already set up in this manner which makes it an easier 

 T

 

3.4.1.2   PLC Control Logic 

  are necessary  The 

  it is 

 and 

 

 

 

 

 control and 

 

that  on   

at t   the Rockwell 

  

 Full 

lution is estimated to 

  

hardware will -term : 

  

 Reduced spare components  

 Increased  
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3.4.2   Operator Interfaces 

SCADA 

and 

operations to monitor systems and 

associated pr

 

thirty-two 

- The 

-

 -

ly adopted the Pro- Pro-

Schneider-  

 

 

Allen-

Allen- Allen-

- -EN-P pu

port/product-

- -  

rd an

 

 an  

-

Pro-

For the currently installed QuickPanel -A  replacement 

is the AGP-

  Since 

re- - y 

 

e CitectSCADA system similar to the County’s already deployed 

Pro-

-

pan

-
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 security 

 

3.4.3   Network Hardware 

The 

Contact switches  optic communication nts  The County would 

-

pseudo-

 

-  

 The County should  within 

their networks  The County 

ks  

 

  

 The weakest are the 

Com   and located in plant control rooms 

screens  

 

  

  

  

  

  

 

 Switches  Cisco - ure and can 

 with standard Cisco commands  

  and 

 

 

 

 

  

  Rockwell  
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 These 

 at critical core network locations to ensure 

 Where motor controllers and 

Ethernet I/  

 

T department in order to 

 

3.4.4   Uninterruptible Power Supplies 

use

-  

replaced on a eneral  the 

Schneider-Electric APC 

 

dwired or 

 e 

 

3.4.5   Control Panels 

panel circuit 

  

SCADA touchscreens are ol panels ators with local 

Some 

-up on the interior or in conduits enteri
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-to-

 The 

 

 

3.5   Power Monitoring 

w

 The County is interested in 

power u  

3.6   Existing Site Security 

 physical security systems 

industry standards   

 

 in the past  The County 

 

occur   

 Add locks to outdoor control panels  

 Add intrusion switches to control panels  

  

  

 

tracked  

 process 

 Cameras that are 

 

 

 

 

3.7   Summary of Current Performance 

  

  

 Discontinued PLCs in the treatment process  



CHAPTER 3 | SCADA MASTER PLAN | MANATEE COUNTY 

FINAL |  | -  

  

  

 No physical security plan and limited security implementation  

3.8   Best Practices 

  

  

  

  

 Typical control panel layouts and standard hardware  

  

  

   components  

 Current and supported hardware systems installed  

  

 Security plan and procedures in place  

  

3.9   Initial Recommendations for Assessment 

ystem 

recommendations: 

  

 - -  

  

  

 Standard network switch selections  

  

  

  

  

  

 

 





CHAPTER 4 | SCADA MASTER PLAN | MANATEE COUNTY 

FINAL |  | -  

Chapter 4 

SCADA SOFTWARE ASSESSMENT 

4.1   Introduction 

Manatee County’s 

County  

 

County

 

 

4.2   Existing SCADA System 

 The County currently 

e to 

 In 

  

  

 Citect SCADA –  
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Facility   Description QTY 

North WRF     

     

   

     

     

     

     

     

   -View Only Client  

SE WRF     

     

     

    

     

     

   -Control Client-Unl pt  

     

   -Control Client-Unl pt  

     

   -Control Client-   

     

SW WRF     

     

     

     

   -View Only Client  

     

     

     

     

   

     

   -View Only Client  

     

   -Control Client-   

     

   -Control Client-   

     

   -Control Client-   

     

    

     

     

     

     

     

     

     

   - -   

MCMRS     

     

     

     

     

     

     

     

IT Datacenter     

A- - -KNFX 

   -   

 A-FDDR- -AYZV    

   CAL-   
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County’s Citect

Facility   Description QTY 

 

     

  -

 A- - -     

   -   

     

     

     

     

   -View Only Client  

     

     

   -   

     

   Citect   

 A- -CUPM-     
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4.3   SCADA HMI Software

The County has Citect 

 

  

 

 

  

 

  

 

 

 

 

 

 

-  

 

 

 

 

 CitectTM  

-

 

 

 

 This to  
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North  

  

 

  

 

 : 

-  

- Rep  

-  

  

 

across three machines: 

 

  Two Clusters Split across Three Machines 
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 –  

computer  

 –  

 

 r –  

 

 – 

 

 – 

 

 – 

 

 – 

 

 

 

  

 

 

  

  

 Is a  

 

County’s  

 

 

 

 

 

appli
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 A 

 

 

 

 

 

4.4   SCADA HMI Graphics 

 

 

 

  

 Authentication: Local: 

- 

 

- 

 

 : 

-  

 u  

  

  

-  

-  

- Operator Name  

- Date/Time  

-  

-  

- Report Tools  

- Alarm Tools  

- Display area  
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  Colors are 

-

  

 

 

  

Equipment State Color  

   

   

   

Open   

   

 Yellow None 

Alarm  None 

 

 In some  

 No 
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-

 These types - -Machine 

  

 

 

 

   

 

- rmance  

 - : 

-  
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- -

equipment  

-  

- Multi-monitor support  

 Compr : 

- Pre-  

-  

-  

 

   

 : 

-  

-  

-  
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-

 

  

  

  

  

 : 

  

  

 : 

  

  

 Local application  

 

application: 

  

 

appearance  

   A temporary 
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asset: 

  

 Re-  

  

 

templates  

 Re-  

 

4.5   SCADA Access

 

 

 

 

 When 

operat

 

 

 

 

 

operation  

   

  

  

  

 

 

 



MANATEE COUNTY | SCADA MASTER PLAN | CHAPTER 4 

-  |  | FINAL  

4.6   Historian 

 The historian 

  

 

 

 

-

 

 

 

   

 A

 

 

 the 

 

 equirements cannot 
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 : 

-  

 

: 

-  

-  

-  

- 

 

- 

X 

CitectSCADA  

 : 

-  

 : 

- 

 

- 

analytics  

that 

 

  

 

 

-in 

 

 

 

  

 

 

  

 : 

-  

-  

-  

-  
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4.7   Alarms 

  alarms are 

-  

 

 

 

 

 

 

 

   

issues with nuisance alarms that 

 

 

 Similar 

 Similar nuisance alarm 
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al  

 

  

  

  

  

 

 

 

operator  

 

 

 

as a cell

 

 

 

 WIN-  

  

 SCADAPhone  

WIN-

 One 

 

SCADAPhone has many similarities to WIN- -  

  

 

 

4.8   Automation, Monitoring, and Reporting 

Au
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-

 

 

 

4.9   Recommendations 

Carollo 

-to-

-

 

will also 

 

TM-

 

4.10   Summary of Current Performance 

  

  

  

 Supp  

  

  

  

4.11   Best Practices 

 Forma  

  

  

  

  

  

  

 Application security in place  
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4.12   Initial Recommendations for Assessment 

em 

 

  

  

  

 Implement CitectAnywhere  

  

 

 

  

 Trai  
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Chapter 5 

 

5.1   Introduction 

 

-

  

 

 

 

  

5.2   SCADA System Network 

T

   

 

 

-

 

T    

 

 

 

 

   -   
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   -    

  -

 

 

 

     

   

 

  -   

-

-   

 

  

  

 

 

 

 

5.2.1   Existing Plant Network 

  

   

 

  

 

 

 -  

 -   

  

   

    -  
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 A  

       

 

 

 

   

5.2.1.1   North WRF 

N     
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5.2.1.2   South West WRF  
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  -  

 /    

  

  

  

  

 -  

  

  

  

 

 

  

  

  

  

  

-

- -

-

 

 

 

  

  

   

 A     
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