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// Assessments

• System Visioning
• Organizational and Governance Assessment
• PLC and Hardware Assessment
• SCADA Software Assessment
• Network and Communication Assessment
• Enterprise Data Integration Assessment
• Cyber and Physical Security Assessment
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// SCADA System Projects

Projects were developed to address the recommendations of the 
assessments. These projects are meant to define a SCADA system CIP 
for upgrades and new infrastructure in order to adjudicate system gaps, 
replace outdated components, and follow industry best practices and 
standards. Recommendations and projects were developed to address 
the core principles developed with the County that include:
• Standardized solutions and implementations.
• Replacement of outdated equipment.
• Increased system reliability.
• Increased system security.
• Access to data.
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Core SCADA System Project
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// Core SCADA System Project
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Outcomes:
• System Standardization.
• Enhance system governance through change management, centralized 

group policies and authentication, and ease maintenance.
• Migration to the latest version of CitectSCADA (Plant SCADA) for all 

applications within a single County wide application architecture using 
clustering for reliability and application organization.

• Implement more thin clients and develop a mobile client solution.
• Migrate Historian to the central datacenter and integrate with Hach WIMs

for reporting and generating key performance indicators.
• Implement Active Directory security along with other server services such 

as pathing and anti-virus for security.
• Develop a core SCADA server and network architecture to develop a 

segmented infrastructure and implement security.
• Virtualize server systems and implement a virtual machine backup and 

recovery system.
• Add network management including configuration backup and recovery 

systems.
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// Core SCADA System 
Project
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Activities Cost 

Design 

Specifications 10,000 

Drawings 155,000 

Meetings 10,000 

Project Management 25,000 

Commissioning  75,000 

Design Total 275,000 
  

Construction 

Server Rack and Components 25,000 

Servers 40,000 

Network Storage 20,000 

Network Components 50,000 

Rockwell Asset Center 50,000 

Alarm Software and Implementation 10,000 

Software OS and General 50,000 

Software Implementation 25,000 

Hach WIMS Modifications 15,000 

Thin Client System 50,000 

Test System (Sandbox) 25,000 

Drawings 20,000 

Testing 50,000 

HMI Application Dev 300,000 

Submittals 15,000 

O&M 15,000 

Training 10,000 

Electrical 100,000 

Construction Total 870,000 
  

Subtotal 1,145,000 

Contingency 25% 286,250 

Total 1,431,250 
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SE WRF Upgrades
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// SE WRF Upgrades
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// SE WRF Upgrades

• Replace Existing Legacy PLCs – Distributed using CompactLogix
• Replace Legacy OITs – Thin Clients
• Upgrade network components – Stratix Switches
• New CitectSCADA (PlantSCADA) Application – Local redundancy centralized clustering
• Local WIN-911
• Master Historian with local buffering
• Deployment of local and centralized thin clients
• Upgraded Control Room
• Move server equipment to dedicated locked room

• Value Options
• Use central Citect server for redundancy – single local server
• Install WIN-911 at central server only
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// SE WRF Upgrades
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// SE WRF Upgrades – Single Local Server VE
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// SE WRF Upgrades
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SW WRF Upgrades
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// SW WRF Upgrades
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// SW WRF Upgrades

• Replace Existing Legacy PLCs – Distributed using CompactLogix
• Replace Legacy OITs – Thin Clients
• Upgrade network components – Stratix Switches
• New CitectSCADA (PlantSCADA) Application – Local redundancy centralized clustering
• Local WIN-911
• Master Historian with local buffering
• Deployment of local and centralized thin clients
• Upgraded Control Room
• Move server equipment to dedicated locked room

• Value Options
• Use central Citect server for redundancy – single local server
• Install WIN-911 at central server only
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// SW WRF Upgrades
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// SW WRF Upgrades
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N WRF Upgrades
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// N WRF Upgrades
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// N WRF Upgrades

• Replace Existing Legacy PLCs – Distributed using CompactLogix
• Replace Legacy OITs – Thin Clients
• Upgrade network components – Stratix Switches
• New CitectSCADA (PlantSCADA) Application – Local redundancy centralized clustering
• Local WIN-911
• Master Historian with local buffering
• Deployment of local and centralized thin clients
• Upgraded Control Room
• Move server equipment to dedicated locked room

• Value Options
• Use central Citect server for redundancy – single local server
• Install WIN-911 at central server only
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// N WRF Upgrades
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SCADA Governance
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// SCADA Governance
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// SCADA Governance
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// SCADA Governance
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// Physical and Cyber Security 
Plan
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// Cyber Security
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// SCADA Governance
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Add-on Projects



Fi
le

na
m

e.
pp

t/
49

49

// Hach WIMS
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// Power Monitoring
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// CMMS Integration
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// Summary
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